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Threat Research

Unauthorized Access of FireEye Red Team Tools
December 08, 2020 | by FireEye

[ 1 Ive" 0 ) TEAM |

Overview

A highly sophisticated state-sponsored adversary stole FireEye Red Team tools. Because we believe that an

adversary possesses these tools, and we do not know whether the attacker intends to use the stolen tools
themselves or publicly disclose them, FireEy leasing hundreds of countermeasures with this blog post to
enable the broader security community to protect themselves against these tools. We have incorporated the
countermeasures in our FireEye products—and shared these countermeasures with partners, government

agencies—to significantly limit the ability of the bad actor to exploit the Red Team tools.

You can find a list of the countermeasures on the FireEye GitHub repository found HERE

Red Team Tools and Techniques

MAKSIM VIKTOROVICH YAKUBETS

Conspiracy; Conspiracy to Commit Fraud; Wire Fraud; Bank Fraud;
Intentional Damage to a Computer

DESCRIPTION
Aliases: Maksim Yakubets, "AQUA™
Date(s) of Birth Used: May 20, 1987 Place of Birth: Ukraine
Hair: Brown Eyes: Brown
Height: Approximately 510" Weight: Approximately 170 pounds
Sex: Male Race: White
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