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"\ Governance
) &Culture

1. Exercises Board Risk

Strategy &

0

6. Analyzes Business
Oversight Context

2. Establishes Operating
Structures

3. Defines Desired Culture

4. Demonstrates
Commitment
to Core Values

5. Attracts, Develops,
and Retains Capable
Individuals

Strategies

Objectives

Objective-Setting

1. Defines Risk Appetite
8. Evaluates Altemative

9. Formulates Business

Review
& Revision

@ Performance @

10. Identifies Risk 15. Assesses Substantial

11, Assesses Severity Change
of Risk 16. Reviews Risk and

12. Prioritizes Risks Performance

13 Implements Risk 17. Pursues improvement
Responses in Enterprise Risk

14. Develops Portfolio Managemen
View

Information,
Communication,

& Reporting

18. Leverages Information
and Technology

19. Communicates Risk
Information

20. Reports on Risk,
Culture, and
Performance
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Digital technology

(

Information ‘Opérational
technology _.-i} | 1% technhology

Providés users Detects Oor changes the
with infoermation state of physical devices
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Communication technology
Makes IT and OT highly accessible to users
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system
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Act
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IT service
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(Revenue, Pricing, Costs, Capital)
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Adoption

Innovators
i Early

adopters:

Organizations that
create and apply new
technology, or use
existing technology in
a disruptive manner

Organizations that adopt and
adapt new technology to grow
lines of product and service
and exploit new opportunities

Organlzat;ons that adopt
tried and trusted technology
to maintain their competitive
advantage

Organizations that
resist new technology
until no alternative
remains
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Achieve
= Articulate the new vision/ Your
strategies Vision
Current - Pr_ovide tlje rewards to
State reinforce it
“Trefl” = Setup the Change

; Management structure
#1 Shock/Denial

#4 Rebuilding

#2 Acknowledge
Depression Through:
e Listening
e Empathizing
« Explaining Why

#3 Hope/Readjustment
Through:
e Involvement
e Participation in
the new vision
“Hang-In” Point e« Showing WIIFM
Persevere (what's in it for me)
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